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People paradoxically believe that privacy is important, yet regularly share their information in relatively unprotected forums. Four

experiments examine how the lack of perceived constraints, relative to time or money, leads people to undervalue this resource and

that priming resource constraints can lead to lower rates of personal disclosure.
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EXTENDED ABSTRACT
The issue of protecting consumer privacy has continued to grow 

in prominence over the past several years. Companies have grown 
increasingly sensitive to privacy concerns as the Federal Trade Com-
mission has actively pursued companies that have more flagrantly 
violated the privacy rights of citizens, such as the case with Google’s 
$22.5 million fine for tracking unaware Safari browser users online. 
Yet at the same time, most individual consumers freely share infor-
mation online that can get them into trouble, from General Petraeus’ 
reliance on Gmail to conduct his scandalous correspondence to em-
ployees fired for Facebook posts or tweets complaining about their 
employer or showcasing them in compromising circumstances. Al-
though every change in privacy settings from Facebook generates 
considerable press, the majority of Facebook users who keep their 
profiles public reveal important, personal information that can be 
used for identity fraud—such as their birthday, e-mail addresses, and 
prior school names (Carrns 2012).

Thus we are faced with an interesting paradox when it comes 
to how people treat their private information. Although most people 
agree that protecting their personal information is important and 
that it should be protected, they readily share information in public 
forums or for relatively small discounts or to simply get through a 
transactional process – the “privacy paradox” (Norberg et al. 2007). 
This research examines why people treat this resource in such an 
inconsistent fashion.

Previous research has examined this paradox from several per-
spectives. There are individual differences in propensity to disclose 
information (Jourard and Lawakow 1958, Westin 1991). There are 
also risks to sharing personal information, particularly in any digi-
tal forum, and people do not always appropriately weigh the poten-
tial risks associated with sharing personal information if they feel 
some immediate benefit to doing so (Acquisti 2004). Alter and Op-
penheimer (2009) found that simply by making fonts easier to read, 
people were more likely to disclose the personal flaws and opinions. 
Disfluency led to heightened perceptions of risk, which decreased 
rates of disclosure.

Other more recent work has illustrated that context effects have 
a very powerful influence on information disclosure. John, Acquisti, 
and Loewenstein (2009) found that the method of inquiry (direct 
versus indirect), visual appearance of a website (professional versus 
unprofessional), and priming privacy concerns can all influence the 
disclosure rates for quite personal, intrusive questions. Other work 
by the same researchers demonstrated that disclosure rates are influ-
enced by perceptions of disclosure by others and the order in which 
the questions are presented in terms of level of intrusiveness (Ac-
quisti, John, and Loewenstein 2012). One of the reasons that dis-
closure rates fall prey to such context effects is that the valuation of 
personal information is ambiguous (Acquisti, John, and Loewenstein 
2009). This research specifically examines the sources of ambiguity 
in valuing personal information that contributes to such effects.

From a transactional perspective, people have several common-
ly used sources of currency—time, money, and more recently, their 
personal information, which can be exchanged for discounts, person-
alized services, and other benefits. Previous research has illustrated 
that both money (Amir, Ariely, and Carmon 2008) and time (Leclerc, 
Schmitt, and Dubé 1995) are often ambiguously valued when trans-
lated into utility. However, time tends to be the more ambiguously 

valued of the two, which results in effects such as a lack of a sunk 
time effect, due individual challenges in accounting for time (Soman 
2001), or more positive evaluations of negative experiences when 
paying in time instead of money, due to more easy rationalization 
of time-related expenses (Okada and Hoch 2004). The difference in 
how people value these two resources also depends quite critically on 
perceived surplus, or “resource slack,” as described by Zauberman 
and Lynch (2005). Discount rates for investments of time tend to be 
higher than those of money because people believe that time will be 
more plentiful in the future, relative to money. However, generally 
speaking, people are conditioned to think of both time and money as 
scarce resources of some value due to constraints imposed by budget 
(for money) or available hours in a day (for time.)

In contrast, I contend that because personal information does 
not operate with such obvious constraints, as the same piece of infor-
mation can be disclosed multiple times to various parties, people are 
not naturally inclined to think of their information as a constrained 
resource relative to other resources like time or money. Furthermore, 
simply thinking of personal information as a resource or as valuable 
does not decrease rates of disclosure for such information. However, 
when consumers are primed to think of their personal information as 
a valuable, constrained resource, disclosure rates decrease. 

Experiments 1 and 2 examine personal information as a re-
source relative to time and money. Experiment 1 illustrates that 
while people are reluctant to share their personal information with 
strangers or exchange it for goods and services, they do not see it as 
a valuable or constrained resource relative to time or money. Experi-
ment 2 demonstrates that the discount rate for investments made with 
personal information is even higher than that of time, which is higher 
than that of money, further underscoring that personal information is 
typically not thought of as a constrained resource. Experiments 3a 
and 3b show that relative to a control condition or a condition where 
participants are primed to think of their personal information as a 
valuable resource, those that are primed to think of their personal 
information as a valuable, constrained resource are significantly less 
likely to indicate they would disclose information about undesirable 
behaviors (experiment 3a) and less likely to actually admit to having 
ever engaged in these same undesirable behaviors (experiment 3b). 
This research has important implications for the ways in which con-
sumers can be educated to think about their personal information in 
way that reduces disclosure of personal information that could have 
negative personal implications.
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